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Despite having state-of-the-art Antivirus software!!



Confronting Cyber Attacks
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https://www.statista.com/statistics/680953/global-malware-volume/

Millions of new malware per year
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Evolving and diverse threat landscape
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Evolving and diverse threat landscape

Objectives, functionalities, and 

consequences

Run-time Behavioral

Analysis

In-depth understanding of

Ground-truth of malware behavior



Run-time Behavioral Analysis
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Access Execute Capture Analyse



Access to Malware Samples
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Executing Malware

8

Access Execute

Monopolized by Enterprises

High-Cost 12K samples @ 82K$

Older malware samples (Stale)

Access to LIVE samples

Command & 

Control Servers

Risks of spread; damage

Internet connectivity

Timely Execution

Possibility of Evasion

Malware

Profiler



Capturing Behavior
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Analyse
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Multiple Pain Points
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Malware Behavior-as-a-Service
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JUGAAD: Malware Behavior-as-a-Service
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For Malware Researchers
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Get Data ( program p, platform f, time t )

Network, OS, Hardware trails

Users: Malware researchers from academia and industry



The Back-end for Precise Data Collection

Access to malware samples

LIVE malware samples
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The Back-end for Precise Data Collection
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The Back-end for Precise Data Collection

Comprehensive view of runtime activity
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Growing Data Corpus Till Date
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2.7 TB of data, 22M behavioral snapshots



Conclusion

•Facilitatesprecise, unbiased view of diverse perspectives of malware activity

•Offloads time, efforts, and cost, while alleviating risk.

•Enables a fair platform for comparison of detection mechanisms

•Opens up the field for researchers in non-security domains (data science)

•Quickly explore and build novel solutions

•Future work: Include other perspectives (memory, instruction traces)
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Backup Slides



The Back-end for Precise Data Collection

Timely 

execution



The Back-end for Precise Data Collection
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Growing data corpus
Up-to-date with evolving 
landscape

Comprehensive view of 

runtime activity
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