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Cyber Security Research
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Substation Testbed
�voltage measurement

�switch open/closed
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Our Contribution:

The PowerDuck Data Set
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4x Regular Traffic

3x Replay Attacks

6x Insertion Attacks

5x Suppression Attacks

2x Flooding Attacks

�PCAP files of GOOSE 
traffic!

�Attack packet IDs!

�IPAL transcriptions!

Proceedings of the 25th International 
Symposium on Research in Attacks, Intrusions 
and Defenses (RAID), 2022
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Outlook

�It’s GOOSE traffic from real 
devices

�with and without attacks
Alert

https://doi.org/10.5281/zenodo.6724225

get the 
Data Set


