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Substation Testbed
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Our Contribution:

The PowerDuck Data Set
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No. ID

normal-1

normal-2

4x Regular Traffic

normal-3

normal-4

replay-opening-switch-isc

3x Replay Attacks

replay-opening-switch-w-

replay-old-measurements

insert-fake-open-w-intern

insert-fake-open-only-enc

insert-distort-meas-up-gr:

6x Insertion Attacks

insert-distort-meas-down-

insert-distort-meas-up-sh:

insert-distort-meas-down-

sup-1-1-tbv0

sup-1-1-tbv1

sup-1-1-tbv2

5x Suppression Attacks &

sup-2

sup-1

flood-repeat

2x Flooding Attacks 16

flood-bloat-repeat

Table 1: Description of the
retrieval of the correspon:

?IPCAP files of GOOSE
traffic!

?IAttack packet IDs!
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Outlook
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It’s GOOSE traffic from real

evices

https://doi.org/10.5281/zenod0.6724225
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